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Background

Large language model (LLM) is changing the software development 

process
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Integrating LLM capabilities into every stage of software development

LLM for software engineering

Support code generation, unit test 
generation, test script generation 
and other generation functions

Support for requirements acquisition, 
code submission, pipeline execution 
and other services

Support code interpretation, 
optimization, debugging, translation 
and other interactive Q&A functions

Intelligent generation Intelligent Q&A Intelligent call 



Motivation

existing evaluation process may suffer from the 
“Specialist in Familiarity” problem



Approach

Evaluating LLM’s real code generation capability on “unfamiliar” code

Raw data collection Systematic Testing and Code ReviewCode Obfuscation

Proposing a novel approach for future LLM evaluation benchmark:
prioritize generalizability over dataset-specific optimization



Approach

Rs Extraction and Function Filtering

Seen UnseenLLM Release



Approach

n Changing code implementation without changing semantic functionality

Simple examples of code obfuscationWe replace the obfuscated code into the code base and run official 
test to ensure the obfuscation code is syntactic and semantic right.



Approach

n Identifier extraction: function, class, variables names, etc

n Identifier rewriting
Struct:
typedef struct ClientInfo {
    uint64_t uniqueId;      /* Incremental unique ID for the client. */
    ... ...
    char *buffer;           
} ClientInfo; 
API:
void  appendResponseNull(ClientInfo  *c)
void  appendResponseBulk(ClientInfo  *c,  robject *obj) ... ...

void  appendResponseBulkCString(ClientInfo  *c, const char *s)
{
    if (s == NULL) {
         appendResponseNull(c);
    } else {
         appendResponseBulkCBuffer(c, s, strlen(s));
    }}

The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).

void addReplyBulkCString(client *c, const char *s)
{
    if (s == NULL) {
        addReplyNull(c);
    } else {
        addReplyBulkCBuffer(c, s, strlen(s));
    }}

Struct:
typedef struct client {
    uint64_t id;            /* Client incremental unique ID. */
    ... ...
    char *buf;
} client;
API:
void addReplyNull(client *c)
void addReplyBulk(client *c, robj *obj) /* Add a Object as a bulk reply */
... ...
The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).

① Project Contexts

② Requirement
③ Signature

④ Reference Code

① Project Contexts
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③ Signature

④ Reference Code

Symbol
obfuscation



Approach

n Analyzing function call relationships based on LLVM

n Function unfolding & parameter alignment

void addReplyBulkCString(client *c, const char *s)
{
    if (s == NULL) {
        addReplyNull(c);
    } else {
        addReplyBulkCBuffer(c, s, strlen(s));
    }}

Struct:
typedef struct client {
    uint64_t id;            /* Client incremental unique ID. */
    ... ...
    char *buf;
} client;
API:
void addReplyNull(client *c)
void addReplyBulk(client *c, robj *obj) /* Add a Object as a bulk reply */
... ...
The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).

① Project Contexts

② Requirement
③ Signature

④ Reference Code

 
obfuscation {

    if (s == NULL) {
        if (c->resp == 2) {
            addReplyProto(c, "$-1\r\n", 5);
        } else {
            addReplyProto(c, "_\r\n", 3);
        }
    } else {
        addReplyLongLongWithPrefix(c, strlen(s), '$');
        ... ...
}

Struct:
typedef struct client {
    uint64_t id;            /* Client incremental unique ID. */
    ... ...
    char *buf;
} client;
API:
void addReplyProto(client *c, const char *s, size_t len) /*This...objects. */
void addReplyBulk(client *c, robj *obj)... ...

void addReplyBulkCString(client *c, const char *s)

The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).

① Project Contexts

② Requirement
③ Signature

④ Reference Code



Approach

n Manual rewriting

n Same semantic but different implementation
Struct:
typedef struct ClientInfo {
    uint64_t uniqueId;      /* Incremental unique ID for the client. */
    ... ...
    char *buffer;           
} ClientInfo; 
API:
void  appendResponseNull(ClientInfo  *c)
void  appendResponseBulk(ClientInfo  *c,  robject *obj) ... ...

void  appendResponseBulkCString(ClientInfo  *c, const char *s)
{
    if (s == NULL) {
         appendResponseNull(c);
    } else {
         appendResponseBulkCBuffer(c, s, strlen(s));
    }}

The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).

① Project Contexts

② Requirement
③ Signature

④ Reference Code

 
obfuscation {

    const int isStringNull = (stringPtr == NULL);
    const int responseType = customerPtr->responseType;
    const char *response = (isStringNull && responseType == 2) ? "$-1\r\n" :
                            (isStringNull) ? "_\r\n" : stringPtr; 
    const size_t responseLength = (isStringNull && responseType == 2) ? 5 :
                                  (isStringNull) ? 3 :
                                  strlen(stringPtr);
    ... ...
}

The function sends a response to a designated client, incorporating the content from the C string parameter 
s. If s is NULL, it replies with a NULL type; otherwise, it converts s into a C buffer and responds with a 
binary block (Bulk) type, specifying a length corresponding to strlen(s).
void  appendResponseBulkCString(ClientInfo  *c, const char *s)

Struct:
typedef struct ClientInfo {
    uint64_t uniqueId;      /* Incremental unique ID for the client. */
    ... ...
    char *buffer;           
} ClientInfo; 
API:
void  appendResponseNull(ClientInfo  *c)
void  appendResponseBulk(ClientInfo  *c,  robject *obj)
... ...

① Project Contexts

② Requirement
③ Signature

④ Reference Code



Approach

n Prompt construction
n Instruction

n Context
n Functions

n Structs

n Macros

n Global variables

n Function description

n Code generation scenarios 

n Code completion scenarios

Example of prompt for code generation scenarios



Approach

n 3,926 C code generation/completion tasks from real-world software

n Available at https://github.com/zhangbuzhang/ObfusEval

https://github.com/zhangbuzhang/ObfusEval


Approach

n Systematic testing 
n Integrate LLM-generated code into the software

n Compilation checks

n Official test suites

n Manual code review
n Non-functional issues
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Test Failure 
Information

Approach

Compilation successful

Testing successful

Testing & Logging

Inconsistent function 
declarations

Cache Overflow

Test Failure Information



EVALUATION

Evaluation Setup

n gpt-3.5-turbo-1106、gpt-4-turbo-1106、gpt-4-turbo-0125、DeepSeek-coder-v2



EVALUATION

capability

n The average capability decline ranged from 15.3% to 62.5%

n Symbol + structure obfuscation is effective enough

Code generation scenarios Code completion scenarios



EVALUATION

n Obfuscated-code-based evaluation more accurately reveals the true capabilities of LLMs
n Before obfuscation：LLM capabilities vary across different tasks
n After obfuscation ：GPT4-0125 > DeepSeek v2 > GPT4-1106 > GPT3.5

Symbol obfuscation Stucture(&symbol) obfuscation Semantic(&symbol) obfuscation



EVALUATION

Syntax errors of LLM-generated code
Category Subcategory Proportion

Function and Type 
Declaration Errors

Implicit declaration of function 30.56%
Type conflict 13.35%

API parameter count mismatch 1.02%
Undeclared type 0.31%

Data Structure and Member 
Access Errors

Non-existent structure member 19.87%
Misuse of structure pointer 6.60%

Use → operator to access an integer member 0.23%

Type Conversion and 
Assignment Errors

Making a pointer from an integer without a cast 8.57%
Incompatible pointer type 1.25%

Incompatible type assignment 1.50%
Redefinition 1.50%

Scope and Definition Errors Conflict between static and non-static declarations 1.50%
Incorrect access to structure or union member 0.39%

Other Syntax Errors

Lvalue required as the left operand of assignment 6.60%
Incorrect use of array, pointer, or vector 1.73%

Assignment to expression with array type 0.63%
Incorrect use of parentheses 0.63%

Invalid binary operands 0.55%
Expected expression error 0.47%

Array subscript is not an integer 0.23%
Subscripted value is pointer to function 0.23%

Others 2.28%



EVALUATION

n Resource management、code efficiency、code robustness

low efficiency code

/* Original code */
Void wtiff_pack2tiff(Wtiff *wtiff, VipsRegion *in,VipsRect *area, 
    VipsPel *q){ // Different condition -> Differenet method
    for(int y = area->top;y < RECT_BOTTOM( area );y++) {
       VipsPel *p = (VipsPel *) REGION_ADDR(in,area->left,y);
       if(wtiff->ready->Coding == CODING_LABQ)
            LabQ2LabC( q, p, area->width );
       else if ······ // Omit multiple branches
       else
           memcpy(q,p,area->width *IMAGE_SIZEOF_PEL(wtiff->ready));
           ······

/* LLM-generated code */
Void wtiff_pack2tiff(Wtiff *wtiff, VipsRegion *in,VipsRect *area, 
    VipsPel *q){ // Loop through each pixel point  
    for(int y = area->top;y < RECT_BOTTOM( area );y++ ) { 
        for(int x = area->left;x < area->left + area->width;x++){
            VipsPel *p = (VipsPel *) REGION_ADDR( in, x, y );
            memcpy(q,p,IMAGE_SIZEOF_PEL(wtiff->ready));
            ······

/* Original code */
Void clusterUpdateMyselfAnnouncedPorts(void) 
{
    if (!myself) // Error Handling
        return; 
    deriveAnnouncePorts(&myself->port,&myself->pport,
    &myself->cport);
}

/* LLM-generated code */
Void clusterUpdateMyselfAnnouncedPorts(void) 
{
    myself->port = server.cluster_announce_port;
    myself->cport = server.cluster_announce_bus_port;
    myself->pport = server.cluster_announce_tls_port;
}

missing error handling
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