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Abstract

Software configuration plays a critical role in modern software
systems, yet it also frequently leads to severe failures. Existing ap-
proaches, whether static analysis or LLM-based validation, struggle
to capture implicit semantic constraints and validate configuration-
code interactions. Leveraging existing unit tests is also insufficient
due to their lack of configuration-specific focus. Thus, we present
CTFoORGE, an LLM-powered framework that automatically gener-
ates configuration-specific test suites. Its core innovation is a three-
stage configuration-aware optimization pipeline that moves beyond
vanilla test generation, specifically using parameter semantics to
improve LLM outputs. This optimization pipeline iteratively aligns
tests through: (1) enhance configuration-related code coverage to
ensure relevance, (2) assertion validation across valid parameter
values to eliminate false assertions, and (3) configuration-sensitivity
verification to select tests that semantically exercise the intended
configuration behavior. Evaluated on five large-scale systems, CT-
ForgGE detects 63 out of 79 real-world configuration issues and
achieves an Fl-score of 0.88 in misconfiguration detection. CT-
FORGE also uncovers six previously unknown defects. Our work
demonstrates that structured configuration-aware refinement is
essential for LLM to produce effective test suites.
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hbase.mob.compaction.chore.period = 6000

—_—
—_—
——

double getMaximumAllowed() {
return 1.5 * period;

ry T T T = -

boolean missedStartTime() { v
return getTimeBetweenRuns() > getMaximumAllowed();

}

DummyChore chore = new DummyChore(..., 6000, ...);
setRunTimes(chore, 0, 10000);
assertFalse(chore.missedStartTime()) ;"

Figure 1: A bug example exposed by configuration test.

1 Introduction

Configuration serves as a critical mechanism for controlling func-
tionality and resource allocation in modern software systems. How-
ever, configuration-induced issues frequently lead to software fail-
ures [72, 73, 78]. Studies show that configuration-induced incidents
account for a significant portion of service disruptions in large-
scale cloud systems [58, 62]. These errors often arise from subtle
violations of hidden constraints or dormant code bugs exposed by
valid configuration values [60], underscoring the urgent need for
robust configuration validation before deployment.

Some existing work checks whether the values of configura-
tion parameter violate certain constraints. These constraints are
extracted by static analysis of source code [40, 72] or synthesized by
large language models [39]. However, the former can only extract
specific types of constraints, while the latter is plagued by false
positives caused by LLM hallucination. To address these problems,
today’s configuration management systems employ continuous con-
figuration testing [62]. One attempt [60] is to leverage existing unit
tests to assess configuration changes in context, but its effectiveness
is essentially bounded by the original quality of existing tests. Since
most unit tests prioritize functional correctness over configuration-
specific scenarios, the critical Configuration-Related Code (CR
Code) often remains untested. This limitation motivates our re-
search on generating high quality configuration-specific test suites.
Fig 1 illustrates an example that a test can reveal a configuration-
semantic bug [22]. The parameter hbase.mob.compaction.chore
.period is propagated to getMaximumAllowed(), and further af-
fects the decision made by missedStartTime(). The time unit
millisecond is used by getTimeBetweenRuns(), if period uses an-
other unit, the service will always miss its start time. The test
exposes this bug through the assertion of miss start time behavior.
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Generating high quality configuration tests for large-scale soft-
ware is challenging. First, these systems involve complex cross-
component interactions that transcend granularity at the method-
level targeted by traditional unit test generation. Second, generated
tests are difficult to validate: failing tests may indicate defects in
either the system or the test code itself, while passing tests may
be ineffective due to weak or irrelevant assertions. Relying solely
on code coverage metrics is insufficient as they do not capture
configuration-specific semantics. Recently, LLM-based test genera-
tion has demonstrated the potential to generate semantically mean-
ingful tests [15-17, 20, 44, 56, 59, 67, 74]. However, LLM-generated
tests remain limited by a lack of domain-specific knowledge and are
prone to hallucinations [25, 79]. As a result, LLMs may produce in-
correct oracles. More critically, they can generate tests that appear
plausible but are ineffective, which fail to detect configuration-
related issues, but increase testing overhead.

We present CTFORGE, a framework that generates configuration-
specific tests. CTFORGE first employs taint analysis to extract con-
figuration contexts and constraints, providing rich semantics for
LLM. Beyond leveraging the LLM’s raw test-generation ca-
pacity, the core contribution of CTFORGE is a three-stage,
configuration-semantics-aware optimization pipeline, which
distinguishes our approach from vanilla LLM-based test gen-
eration. This pipeline acts as an iterative refinement loop that: 1)
ensures tests cover critical CR Code, 2) validates test assertions
against a spectrum of valid parameter inputs, and 3) verifies test
sensitivity to configuration semantics, ensuring they fail when the
intended configuration logic is altered.

We evaluate CTFORGE on five large scale software systems (HCom-
mon, HDFS, HBase, Alluxio, and ZooKeeper). We collect 79 real-
world configuration-related issues with different types from exist-
ing datasets [60, 78]. CTFoRrGE identifies 63 issues in total, outper-
forming existing configuration testing and validation approaches.
In addition, we inject 1160 values for the 232 parameters to ex-
plore a wider configuration space. CTFORGE detects on average
79% of the injected error values and achieves the highest F1 score
(0.88). During our experiment, we find six new bugs. Finally, we
conduct an ablation study to assess how much each optimization
stage improves upon vanilla LLM-based test generation.

In general, this paper makes the following contributions.

e We propose a configuration-specific optimization pipeline over
vanilla LLM-based test generation. By leveraging iterative
semantic-guided optimization, it produces tests that target
constraints and behavior at parameter level.

e We implement CTFORGE, an extensible framework to generate
configuration tests. We release the code and dataset for future
research in this area.

o We demonstrate CTFORGE’s effectiveness on five widely-used
software systems. The results show that CTFORGE outper-
forms state-of-the-art configuration validation techniques and
reveals six previously unknown bugs.

2 Background
2.1 How Does Configuration Break the System?

Configuration-induced issues arise primarily from the configura-
tion values and the underlying code, which manifests itself through
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two interconnected mechanisms: invalid parameter values and de-
fective configuration code. Invalid parameter values may cause
failures by violating explicit constraints. Although static analysis
can detect basic constraints such as type errors or values range
violations [11, 52, 72, 76], it may fails to identify semantic incon-
sistencies caused by hidden dependencies or environmental fac-
tors [26, 60]. Similarly, defects in configuration-related code can
lead to severe failures when interacting with specific configuration
values [37, 38]. Flaws in areas such as configuration parsing logic,
resource handling, or API implementations may misinterpret or
improperly handle certain values—even those that are syntactically
correct [55, 78]. More subtly, seemingly correct values may acti-
vate untested code paths or operational modes—such as enabling
certain features or scaling options, that expose dormant defects
in the code [71]. Such defects often go undetected because con-
ventional testing tends to prioritize functional correctness over
coherence between configuration values and code behavior, thus
leaving inadequate tests for software configuration [38, 71].

2.2 Challenges and Opportunities

The complexity of configuration—code interactions presents chal-

lenges for automated testing.

e Challenge 1: Compared to general tests, how can we make tests
more specific to the configuration code?

e Challenge 2: It is difficult to assess the correctness of the gener-
ated tests. It remains ambiguous whether a failing test reveals a
real defect or an incorrect assertion synthesized by LLMs.

e Challenge 3: A purely generative approach tends to produce
ineffective tests that are semantically shallow [66, 74], failing to
target configuration failures.

However, these challenges create clear opportunities for a more
integrated and feedback-driven methodology. Moving beyond raw
LLM generation, we can design pipelines that ground test synthe-
sis in actual configuration usage traces and refine output through
iterative execution-based validation (§ 3.3). Such an approach can
leverage configuration’s unique characteristics for improving test
relevance, assertion correctness, and semantic sensitivity. This syn-
ergy can present a promising path toward automatically creating
high-quality configuration-specific tests.

3 Design of CTFORGE

We design CTFORGE, an automatic configuration-specific test suites
generation framework, as shown in Fig 2. The framework oper-
ates in two integrated phases: Configuration Knowledge Retrieval
and Configuration Test Generation. The first phase extracts con-
figuration semantics from docs and source code (§ 3.1). The test
generation phase then prompts the LLM to synthesize initial test
candidates (§ 3.2) and employs a configuration-aware optimization
pipeline (§ 3.3) to iteratively filter and refine these candidate tests.

3.1 Configuration Knowledge Retrieval

Directly prompting LLMs to generate configuration-specific tests
performs poorly in practice. This difficulty arises from the inher-
ent complexity of configuration usage in real-world systems. To
address this challenge, we explore two complementary approaches
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Figure 2: Overview of CTFORGE.

for supplying parameter knowledge to the LLM: 1) Extracting pa-
rameter metadata from documentation, and 2) Performing taint
analysis on source code to obtain Configuration-related code (CR
Code). We aim to bridge the gap between general-purpose LLM ca-
pabilities and parameter-specific knowledge. Finally, we construct
the information as context to prompt LLM, as shown in Figure 3.

3.1.1 Parameter Metadata. Parameter metadata is extracted by
parsing structured configuration specification documents that are
commonly maintained as part of mature software systems [78]. In
practice, parameters are conventionally recorded in formatted file
(e.g., XML, JSON, YAML) adhering to a regular schema. We use a
lightweight parser combining regex-based templates and DOM tra-
versal to match tags such as <name>, <value>, and <description>,
thereby extracting the parameter name, default value, and descrip-
tion text. The description fields often encode implicit constraints
(e.g., value ranges, type expectations), intended behavioral effects
(e.g., enabling or disabling specific features) [7, 30, 68]. They reflect
important domain knowledge about how configuration parameters
are expected to interact with the system at runtime.

3.1.2  Config-related Code (CR Code). In mature software systems,
parameter values are typically parsed through key-value access
interfaces and then passed through multiple layers of abstraction
before reaching their final usage points [52, 78]. This propagation
obscures the semantic connection between configuration param-
eters and their runtime behavioral impact, making it difficult for
LLMs to infer from raw code alone.

We follow the definition of configuration-related code in the
previous study [64, 78]. Parameter values are retrieved via APIs
and assigned to local variables or stored in class fields. Then they
will transmitted through method arguments or constructors, and
eventually used in decision or computation logic. We apply taint
analysis by treating parameter values as taint sources and tracing

Please design multiple test cases based on the Parameter Metadata and
CR Code Snippet.

# Parameter Metadata

name: hbase.bulkload.retries.number

default: 10

constraint: integer >= 0

description: max retries for atomic bulk load; © means
unlimited

# CR Code Snippet
T java
int maxRetries = conf.getInt(-.--, 10);

if (maxRetries != @ & count >= maxRetries) {
throw new IOException(::-);

}

# Return Template

“Tjson

[{test_case_name, objective, steps, expected_result}
{test_case_name, objective, steps, expected_result}

oy |

Figure 3: Example of context construction for LLM prompt.

how parameter values propagate through the program to their
downstream usage points [2, 64]. The analysis finally extracts a
parameter-specific code slice from the whole code base.

3.2 Preliminary Test Generation

CTFoRGE first generates test candidates by: 1) decoupling config-
uration parameter with test logic from fixed values, making tests
adaptable to any runtime configuration values, 2) leveraging a Two-
Tier Testing Strategy that validates both value correctness and
runtime behavioral impact.

3.2.1 Configuration Decoupling. To faithfully reflect how config-
urations are used in practice, we deliberately decouple parameter
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@Test @rest

public void testMaxRetries() {
Configuration conf;

int bulkLoadRetries =
conf.getInt("hbase.bulkload.retries.numbe
s maxThreads);
assertTrue("retries must be >= o", >
bulkLoadRetries >= 0); ‘}‘mp°°151ze())5
}

(a) value validity test

public void testCryptoBufferSize() {
int maxThreads = conf.getInt(".--");

ThreadPoolExecutor pool =
new ThreadPoolExecutor(:--,

(b) config functional test (data-type)

Zhang et al.

@Test
public void testMaxRetries() {
Configuration conf;

conf.setBoolean("hadoop.security.auth
orization", true);

startRpcServer(conf);

assertEquals(maxThreads,pool.getMaxim

assertTrue(authorizationEnabled());

(c) config functional test (control-type)

Figure 4: Examples of generated configuration-specific tests.

values from test logic. Rather than hard-coding specific values in
test setup phase, we synthesize tests that retrieve parameter values
from configuration file at runtime. This design ensures that the gen-
erated tests are not bound to a fixed parameter value but instead
adapt to the actual settings, reflecting real deployment scenarios
and improving the flexibility and maintainability of the test suite
to test more parameter values.

3.2.2 Two-Tier Configuration Test. CTFORGE synthesizes targeted
tests through a two-tier strategy designed to validate both the
validity of parameter values and their behavioral impact on the
system. This strategy produces two complementary forms of tests.

Value Validity Testing, as shown in Fig. 4 (a), establishes a base-
line of validity for parameter values themselves. CTFORGE leverages
the collected parameter knowledge (type, range, dependencies) to
prompt the LLM to generate tests that assert whether a given value
complies with its documented or inferred constraints. For exam-
ple, check that a numeric parameter is positive or that a string
parameter matches an expected pattern. While this tier effectively
eliminates syntactically invalid or out-of-bound values, it operates
purely on the input space and does not verify how those values are
actually used by the CR Code at runtime.

Config Functional Testing addresses the fundamental ques-
tion: Does this configuration setting cause the system to behave
as intended? Since configuration usage is often buried deep within
methods (including private ones), we use the previously identified
CR Code paths as focal points for test generation. Following the
definition in [55], we differentiate two parameter types: 1) data-type
parameters (e.g., buffer sizes, timeouts), of which the tests verify
that the runtime value (e.g., the actual buffer allocated) matches the
configured setting, as shown in Fig. 4 (b), 2) control-type parameters
(e.g., boolean flags), of which the tests verify that the corresponding
functionality is correctly enabled/disabled and that the associated
code paths are executed, as shown in Fig. 4 (c). This tier ensures
that the parameter values correctly enact their intended semantic
effect on the system, bridging the gap between a static value and
its dynamic behavioral footprint.

3.3 Configuration-Aware Test Optimization

The preliminary tests generated by LLMs suffer from irrelevance,
wrong assertions, and a lack of configuration-specific focus. To
systematically convert these raw outputs into high-quality configu-
ration tests, CTFORGE employs a three-stage optimization pipeline

followed by three design guidlines. This pipeline operates as an
iterative filter and enhancer, with each stage designed to address a
specific class of deficiencies. In practice, we set the iteration number
to 6, which is general in existing LLM generation tasks [74].

3.3.1 CR Code Coverage Enhancement. A test achieving high over-
all coverage may still neglect the specific code paths that parse,
propagate, and use configuration values, which are the primary tar-
gets for validation. Therefore, we establish CR code reachability as
a prerequisite. Operationally, for each compilable test candidate, the
framework executes it, collecting standard line and branch coverage.
Crucially, this coverage report is then aligned with the statically
identified CR code segments. A test is filtered out if it does not
touch any CR code. If target CR code locations remain uncovered,
the mechanism provides targeted feedback, such as the uncovered
code spans and their calling contexts to guide adjustments in test
setup or invocation before re-entry into the refinement loop.

# Design Guideline for Challenge 1: Code coverage metrics should be
specifically applied to configuration-related code rather than the whole
code base.

3.3.2  Assertion Validity Voting. Coverage refinement ensures that
generated tests reach CR Code, but it cannot filter out tests with
defective assertions, a well-known challenge in automated test
generation [24, 56]. The core difficulty lies in the test oracle problem:
when a test fails, it is fundamentally ambiguous whether the failure
exposes a bug in the code under test or stems from an incorrect
assertion synthesized by the generator. This issue is distinct from
flaky tests; rerunning the test is insufficient because the root cause
is not non-determinism but a semantic mismatch between the test’s
expectation and the system’s intended behavior.

Configuration testing presents a unique opportunity to mitigate
this oracle ambiguity. A test that frequently fails when provided
with valid parameter values is likely to assert incorrect constraints
and not reveal true defects. Based on this guideline, we design an
assertion validity voting procedure, as shown in Algorithm 1. For
each test, we execute it multiple times using different valid values as
input (5 in our design). If all executions succeed, the test is treated as
non-erroneous and retained for subsequent refinement. In contrast,
if more than half of the executions fail, the test is classified as
erroneous and discarded. When only a subset of executions fail,
the test is identified as exposing a potential configuration defect.
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Algorithm 1 Assertion Validity Voting

Algorithm 2 Configuration-Sensitivity Verification

Input: Candidate test set T, Valid-value generator GenValid(p) for
parameter-under-test p, Voting budget k
Output: Retained tests Tieep, Discarded tests Tyy,p, Potential defect-
exposing tests Tpyg
L: Tkeep>Tdrop>Tbug —0
2 forallt € T do
3 0« GenValid(p)
fails — Zle [IsFail( ExecuteTest(t, v;))]
if fails = 0 then
Tkeep — Tkeep U {t}
else if fails > k/2 then
Tarop < Tarop U {t}
else
10: Tbug “— Tbug U {t}
1. endif
12: end for
13: return Tieep, Tarops Thug

R A A

This process improve a common LLM limitation: the generation of
overly restrictive or incorrect constraints for a parameter.

For GenValid(), we combine a constraint-based value injection
with independent LLM. Injected valid values are generated by lever-
aging an LLM to synthesize candidate values based on parameter
metadata (type, range, format constraints, and optional dependen-
cies), followed by rule-based verification using the constraint-based
checking from prior work [38, 72] to ensure syntactic and semantic
valid. We do not claim novelty in generating and injecting parameter
values, which have been explored by prior work on configuration
constraint extraction and validation. Our contribution lies in lever-
aging such established value generation as a systematic means to
evaluate the quality of generated configuration tests. We notice the
theoretical limitation here: a bug that is extremely easy to trigger
(e.g., a null pointer dereference on almost any valid input), or a bug
that triggered only by rare but valid values (e.g., extreme values
or specific combinations) could be misclassified. However, a truly
subtle bug would usually fail only under specific values, not across
a majority of valid inputs [37, 38].

#/ Design Guideline for Challenge 2: A configuration test should not
frequently fail within the spectrum of valid parameter values, otherwise
it may assert the wrong constraints.

3.3.3  Conf-Sensitivity Verification. The first two steps ensure tests
are syntactically correct and cover relevant code with valid asser-
tions. However, a test can pass these stages yet still be semantically
shallow. It may execute configuration-related code but fail to ac-
tually test the intended behavior controlled by the configuration
parameter. For example, a test might only verify that a function logs
something, rather than verifying that the log content is correctly
truncated based on the specific parameter hadoop.caller.context.
max.size. Although such tests do not produce false positives, they
will incur maintenance and test-running overhead.

We introduces Conf-Sensitivity Verification (Algorithm 2). If the
logic of how a configuration value influences program behavior is

Input: Candidate test ¢, Target parameter p
Output: Detection flag, Undetected variations
: type « IdentifyConfigType(p)
CR < LocateCRCode(t, p)
: Ops « SelectVariations(CR, type)
: r < ExecuteTest(t)
: for all op € Ops do
r" <« ExecuteWithVariation(t, op, CR)
if v’ # r then
return Detected
end if
. end for
: return (Undetected, Ops)

R B A >

-
=

[ Param Value H Parse & Propagte ]—><—$—>—>[ Use(data) }-9[ Result ]
4 T
U

1
Data-flow Variation New Result

(a) data flow variation

Param Value

<G>

(—1—)<- - Control-flow Variation

Original ~ \th\er Variation
<

(b) control flow variation

Figure 5: Configuration semantic variation examples.

intentionally altered, a good test should produce a different result.
Traditional mutation testing [14, 29, 32, 50, 82] cannot be directly ap-
plied because it can modify program semantics but cannot precisely
modify configuration semantics. Therefore, we need to perform
variations at the correct configuration code locations. We create a
set of semantic variations for the identified configuration-related
code. The catalog of semantic variation operators are shown in
Table 1. These variations are logic-altering changes that mirror
plausible changes in configuration semantics (e.g., flipping a com-
parison operator in a branch guarded by a configuration value). For
each test, we generate 1-3 variants based on its variation strategy.
Each candidate test is executed against both the original program
and its semantically varied versions. A test is configuration sensi-
tive only if it can detect these intentional semantic alterations—i.e.,
its execution outcome (pass/fail) changes.

We conduct targeted semantic variations guided by the data flow
and control flow of configuration parameters. As shown in Fig. 5, we
implement data-flow variations by altering the configuration value
stored in the program variable to determine whether the test oracle
can detect the corresponding changes in expected results. Similarly,
we implement control-flow variations by modifying the execution
path governed by a parameter, thereby assessing whether the test
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Table 1: Configuration semantic variations used in our design,
where p denotes the parameter value.

Operation Original Variation

© Arithmetic Operator limit = p - v: limit = p + v:
Replacement R PV

@ Comparison Operand o . R i
Modification limit = min(p, c); limit = min(p, 0);
@ Value Offset threads = p; threads =p - 1;

@ Value Scaling timeoutMs = p; timeoutMs = p * 1000;
® Value Clamping queueCap = p; queueCap = max(c, p);

® Condition Reversal
@® Logical Connector
Reversal

Loop Guard Reversal

if (p > v) {A} else {B}
(p>v)&&(v>c)
while (p > c) {A}

if (!(p > v)) {A} else {B}
(CE VALY
while (p <= c) {A}

correctly asserts the behavioral outcome associated with that path.
We conduct variations at the points where configurations inter-
act with program variables/constants by locating the interaction
points between configurations and program variables/constants
(demonstrated in previous study [43]).

We give a case study in Fig. 7 (§ 4.4). We regard this process as
an initial effort to bridge configuration semantics with mutation
testing. Future work can design more comprehensive mutation
strategies tailored specifically to configuration-related code.

#/ Design Guideline for Challenge 3: An effective configuration test
should be sensitive to semantic logic changes dictated precisely by the
configuration.

3.4 Implementation

We implement approximately 7k lines of code in total. This includes
enhancements of existing Java taint analysis tool (2k lines of Java
code) and the implementation of a test generation and optimiza-
tion pipeline (4k lines of Python code and 1k lines of Java code).
We adhere to the design of ConfTainter [64] (a configuration taint
analysis tool for C/C++) and improved the existing open-source
Java taint analysis tool, Cflow [2] to extract configuration propaga-
tion paths for the identification of configuration-related (CR) code.
During the test execution phase, we use Maven 3.6.3 [3] to run the
tests and employ JaCoCo [1] to collect code coverage information.
In our experiment, for each parameter, CTFORGE generates 2-15
test cases, with an average of 6 test cases per parameter.

4 Evaluation

We compare CTFoRGE with LLM-based test generation and configu-

ration validation tools, guided by the following research questions:

e RQ1: How effective is CTFORGE on detecting real-world configu-
ration related issues? (§ 4.2)

e RQ2: What is the false positive rate of CTFORGE? (§ 4.3)

e RQ3: How does configuration-aware optimization improve test
quality compared to preliminary LLM generated tests? (§ 4.4)

e RQ4: Can CTFoRGE be practically used? (§ 4.5)

4.1 Dataset and Experiment Setup

To evaluate CTFORGE, we use representative large-scale software
systems in configuration study and validation [39, 60] for experi-
ments, which are HCommon, HDFS, HBase, Alluxio and ZooKeeper.

Zhang et al.

Table 2: Software systems used in our experiment.

Software  Description #P #I(; ::eﬁsg P:rl:: /c\:flue
HCommon Hadoop engine 269 12 50/250
HDFS Distributed file system 296 26 50/250
HBase Distributed database 205 25 50/250
Alluxio In-memory storage 515 4 50/250
ZooKeeper Config management 32 12 32/160

Table 3: Effectiveness of different tools on real-world
configuration-related issues.

. Code Incompat. Test
Tool Misconfig Bug Issue Total Time
HITS 12/51 (23.5%) 2/13 (15.4%)  6/15 (40.0%) 20/79 (25.3%)  2-30 min
Ciri 45/51 (88.2%) N/A N/A 45/79 (57.0%) 20-60 s

CTest 41/51 (80.4%) 10/13 (76.9%) 2/15(13.3%) 53/79 (67.1%) 20-230 min
CTFoRGE  46/51 (90.2%)  9/13 (69.2%)  8/15(53.3%) 63/79 (79.7%)  1-20 min

These systems are: 1) mature software from industry; 2) highly con-
figurable; 3) with well-maintained documentation.

To validate the effectiveness of our tool in addressing real-world
configuration-induced issues, we reuse the whole configuration
issue dataset from existing work [60]. Specifically, we identify a
special category of issues caused by software evolution: due to
changes in CR code, values that were valid in previous versions
now lead to bugs or functional inconsistencies in the updated code.
Such issues were absent in existing datasets. Therefore, we obtain
cases from the configuration evolution history dataset [78]. We filter
out the cases that don’t bring any incompatible issues (e.g., simply
add new parameters or change default value). We identified and
curated an additional 15 incompatible issues and incorporated them
into our data set. Overall, the dataset contains 51 misconfigurations,
13 bugs, and 15 incompatible issues (Table 2).

We compare CTFORGE with state-of-the-art configuration vali-
dation tools: Ciri [39] and CTest [60]. Specifically, we also include
the LLM-based test generation tool HITS [66] for comparison. Ciri
leverages LLMs to check the value validity against the configura-
tion parameter. CTest uses existing unit test to test configuration
changes. HITS is an LLM-based general purpose unit test gener-
ation tool (instantiated with GPT-40). We use HITS to synthesize
unit tests with configuration-related code context.

In our experiments, GPT-4o-latest [27] (with the temperature set
to 1.0) serves as the primary LLM engine for testing on real-world
issues, aligning with common practice in the field [39, 66] where it is
the top-performing model. To assess the generality of our approach,
experiments on injected misconfigurations are conducted using
both GPT-40 and Kimi-k2 [63], with parameters left at provider
defaults. All experiments are conducted on Ubuntu 24.04 machines
equipped with 128 GB of RAM and Java 1.8.0_442.

4.2 ROQ1: Effectiveness of CTFORGE

As shown in Table 3, CTFORGE achieves the highest recall, detecting
63 out of 79 issues. However, the undetected cases (5 misconfig-
urations and 4 code bugs) highlight intrinsic limitations in both
the knowledge encoded into the approach and the generative ca-
pacity of the underlying model. For misconfigurations, the fail-
ures are attributed to unmodeled configuration dependencies and
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Table 4: New issues identified by CTFORGE.

Issue ID Status Issue Cause Description

HBASE-28866 Confirmed & Fixed ~ Missing check

HBASE-28881 Confirmed & Fixed ~ Missing check

HDFS-17824

HADOOP-19667  Confirmed Hidden constraint

block size).
HADOOP-19665  Patch Submitted
HADOOP-19673  Patch Submitted

Missing check o X
155Ing chec initialization failure.

Setting hbase.oldwals.cleaner. thread. size to a negative value breaks HMaster and produces
hard-to-diagnose logs.

Setting hbase.master.procedure. threads to negative value doesn’t break HMaster but clients cannot connect
Confirmed & Fixed  Hidden constraint ~ DataNode fails to start when dfs.datanode.directoryscan.threads is set to 0.

Clarifies legal value constraints for hadoop.security.crypto.buffer.size (minimum 512; rounded down to the cipher

Setting hadoop.security.kms.client.encrypted.cache.expiry to a negative value causes KMSClientProvider

Hidden constraint  Setting io.mapfile.bloom.error.rate to < 0 or > 1 causes NaN/zero vector size and writer construction failure.

the parser’s default-value fallback when parameters are missing,
revealing incomplete semantic knowledge about parameters. For
bugs, CTFORGE’s strategy primarily targets coverage of parame-
ter usage sites, but it cannot fully capture and infer how it influ-
ences program behavior beyond those sites. As a result, bugs that
lie in configuration-controlled branches and depend on specific
functional scenarios, external inputs, or workload conditions are
rarely triggered. For example, in HADOOP-10508 [19], when RPC
authorization (config) is enabled, the RefreshCallQueueProtocol
interface was never registered, causing the NameNode to treat
refreshCallQueue requests as unrecognized protocols. These dif-
ficulties are further amplified when parameters have complex value
domains, inter and intra constraints, and subtle dependency struc-
tures. These are the cases that the current model cannot sufficiently
reason about to generate effective tests. In contrast, CTest gains an
edge in this context by executing all existing official unit tests that
encode developers knowledge, thereby improving the capability of
exposing such configuration-sensitive bugs.

Compared to other tools, CTFORGE is good at detecting software-
evolution-induced inconsistencies in the use of configuration val-
ues (incompatible issues). This capability comes from its design:
during test generation, CTFORGE explicitly employs semantic vari-
ations to selectively retain tests that effectively identify the varia-
tions. As a result, when developers modify configuration behaviors,
these tests are highly sensitive to inconsistencies, enabling earlier
detection of evolution-induced regressions. We may miss cases
where brand new usages of existing parameters are introduced
because tests are generated on the pre-change version and cannot
exercise the new code paths; additionally, some inconsistencies
are missed when test generation fails to instantiate the specific
configuration values that trigger them.

HITS exhibits low effectiveness. Its LLM-synthesized tests often
hard-code invalid configuration values and may encode the result-
ing exceptions as expected behavior, causing the tests to pass on
misconfigurations and bugs. Ciri is capable of validating configura-
tion values, but is also suffering from LLM hallucination, resulting
in false alarms (will be discussed in RQ2). Also, simply check pa-
rameter value like Ciri is not capable of detecting code bugs or
Incompatibility issues. The effectiveness of CTest is inherently con-
strained by the quality of the existing test suite. Moreover, because
CTest depends on existing test suites and code changes must pass
them before merging. Without intentionally altering values, CTest
rarely reports evolution-induced inconsistencies.

Although CTFoRrGE is designed to generate tests for configura-
tion validation purposes (such as integration or regression testing),

its inherent capability to detect bugs through testing remains ev-
ident. During our experiments, it reveals 6 previously unknown
issues (shown in Table 4). Our test cases can be integrated with
fuzzing tools to perform fuzz testing, thereby enhancing their po-
tential to discover unknown bugs.

4.3 RQ2: False Alarms of CTFORGE

Low false positive rate is a property that is essential for practi-
cal deployment where excessive warnings would undermine user
trust. To evaluate the accuracy of our tool, we adopt the widely-
used method of configuration value injection testing [38, 39, 60].
Specifically, we follow the approach of previous work by injecting
values into various types of configuration parameters. This value
generation process is independent of CTFORGE (e.g., generate valid
value in § 3.3.2): it uses separate prompt templates, executes via
independent API calls with no shared context or memory, and does
not reuse any intermediate results from CTFORGE ’s test generation
or optimization pipeline. The generated value sets are created once
per parameter and are used only as an evaluation oracle.

Since these software systems contain hundreds of configura-
tion parameters, testing all parameters is not practical. Therefore,
we adopt the random sampling methodology used in previous
configuration-related studies and validation work [39, 43, 60]. For
each system, we randomly select 50 configuration parameters (ex-
cept for ZooKeeper-server, which only has 32 parameters, so all
of them are included). For each parameter, we generate two valid
values and three invalid values. In total, we collect 232 configura-
tion parameters and inject 1160 values. We report precision, recall,
and F1-score. To demonstrate that CTFORGE’s effectiveness is not
contingent on a specific LLM’s capability, we employ two distinct
model engines in our evaluation: GPT-40 and the Kimi-k2. Consis-
tent performance (e.g., high F1-score in both models) confirms that
the design of our framework is generalizable and not an artifact of
the strengths of a single model.

Table 5 summarizes the results. The key strength of CTFoRrGE lies
in its low false positive rate. This is achieved through a two stage:
first, the CR code coverage enhancement ensures that configuration-
handling logic is actually reached before any assertion is evaluated,
filtering out tests that would otherwise produce spurious failures.
Second, the assertion validity voting process exercises an admissi-
ble value set and requires oracles that generalize across it, which
reduces wrong assertions.

This stands in marked contrast to alternative approaches that
rely on LLM-generated tests as direct validators. For example, HITS
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Table 5: Detection of injected misconfigurations.

HITS CTest Ciri CTFoRGE-Kimi CTForGE-GPT40

Software

Recall Precision Fl-score Recall Precision Fl-score Recall Precision Fl-score Recall Precision Fl-score Recall Precision F1-score
HCommon 0.29 0.44 0.56 0.63 0.73 0.72 0.76
HDFS 0.37 0.52 0.78 0.58 0.68 0.74
HBase 0.23 0.83 0.36 0.60 0.64 0.71 0.75
Alluxio 0.21 0.34 0.54 0.57 0.67 0.67
ZooKeeper  0.24 038 0.67 084 | 060 0.70 0.81
Average 07 [OBSNN 040 0 NG 077 0080 0w o7 o7+ [EEEEN0SSNN 079 EOEENNOSSN

Table 6: CR-code coverage (%) w/ and w/o the coverage refine-
ment: statement coverage (SC) and branch coverage (BC).

Table 7: Effect of validity voting on the precision of detecting
injected misconfigurations.

CTForGe-O0 CTForGe-O1

Software
SC BC SC BC
HCommon 45.2 38.7 66.2 60.8
HDFS 50.1 42.3 71.4 65.7
HBase 40.6 40.2 68.9 59.5
Alluxio 44.9 37.5 62.5 57.8
ZooKeeper 48.3 41.0 60.7 50.9
Average 45.8 39.9 65.8 58.9

leverages generated unit tests to detect misconfigurations. The lim-
ited effectiveness of this strategy can be explained by three practical
issues inherent to LLM-synthesized tests. First, these tests often
achieve path reachability via hard-coded stimuli, yet their checks
rarely provide semantic validation. Second, and most critically for
false positives, some generated oracles overfit to default-oriented
behavior (e.g., implicitly treating the default value as ground truth),
which may misclassify non-default settings as failures, which would
not arise in our voting-based validation.

CTest shows high precision but lower recall, reflecting the lim-
ited config-sensitivity of existing unit tests. Ciri achieves higher
recall but lower precision, which reveals its vulnerability to false
positives. This trade-off aligns with the observation that configura-
tion testing cannot simply be replaced by LLM-based validation [39].
In contrast, CTFORGE’s voting mechanism specifically targets the
false-positive problem, making it more reliable for real-world con-
figuration testing scenarios.

4.4 RQ3: Ablation Study of Test Optimization

Since the preceding steps follow a general LLM-based test genera-
tion pipeline (adapted here to use configuration-specific context),
the ablation study is then designed specifically to check the im-
pact of the three optimization stages, which constitute the main
contributions of CTFORGE. By cumulatively enabling each optimiza-
tion stage, the study demonstrates how each stage progressively
improves test quality beyond naive LLM generation.

We include a baseline, CTFORGE-OO0, which is the raw version
that disables all optimization. Our ablation enables modules cumu-
latively: O1 (O0 + CR code coverage refinement), O2 (O1 + assertion
validity voting) and O3 (O2 + configuration sensitivity verification,
which is the final version of CTFORGE). We name these variants
CTForGe-O1, CTForGE-O2, and CTForGE-O3. All other settings
are kept constant, and experiments are conducted on GPT4o.

Variant HCommon HDFS HBase  Alluxio ZooKeeper Avg.
CTForGe-O1 0.97 0.98 0.95 0.96 0.95 0.96
CTFoRrGe-02 1.00 1.00 1.00 1.00 1.00 1.00

Table 8: Effect of adding config-sensitive verification.

Tool Misconfig  Code Bug Incompatible Issue Total

CTForGe-O2  45/51 (88.2%)
CTFoRGE-O3  46/51 (90.2%)

4/13 (30.8%)
9/13 (69.2%)

3/15 (20.0%)
8/15 (53.3%)

52/79 (65.8%)
63/79 (79.7%)

CR Code Coverage Refinement. Table 6 reports statement cov-
erage (SC) and branch coverage (BC) of CR code with and without
the coverage module. Across all five systems, enabling CTFORGe-O1
improves both the statement coverage and the branch coverage.
On average, coverage improves by approximately 1.44x for SC and
1.48x for BC. These results confirm that coverage refinement is
effective in generating tests that exercise a substantially larger
fraction of configuration-related code, thereby strengthening the
foundation for subsequent validation steps.

Assertion Validity Voting. Adding the assertion valid voting
on top of coverage refinement improves precision by filtering out
spurious cases where constraints are misinterpreted. As shown in
Table 7, precision increases for all software. Based on our inspection,
we find two dominant sources of false positives that generated by
LLM: 1) misunderstanding of configuration constraints (Fig. 6a). The
test asserts that df's.client.mmap.cache.size must be greater
than 0, overlooking the fact that zero-copy reads remain supported
even when this size is configured to 0. 2) incorrect assertions of
equality-to-default (Fig. 6b). The test incorrectly asserts equality
between the configuration value and the default value. These two
type of false alarms can be by eliminated.

Conf-Sensitivity Verification. As shown in Table 8, conf-
sensitivity verification enhances the sensitivity of tests to config-
uration values and their interactions with CR code. Compared to
CTForGE-O2, CTForGE-O3 increase the total detection rate from
65.8% to 79.7%. Specifically, the refinements are more effective at
improving the ability to detect code bugs and incompatible issues.
These results demonstrate that this stage is crucial for testing
configuration-realted code logic, and thus improving overall ef-
fectiveness in real-world configuration-issue detection.

Fig. 7 presents an example that how this optimization works. The
parameter hadoop.caller.context.max. size bounds the length
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Valid Configuration:
dfs.client.mmap.cache.size = 0

@Test

public void testDfsClientMmapCacheSizeConfigValidity() {
//Read the configuration value
int mmapCacheSize = conf.getInt(:-:, ---);
//The value of dfs.client.mmap.cache.size must be > ©
Assert.assertTrue(-:-, mmapCacheSize > 0);

(a) An FP case caused by incorrect constraint synthesis.

ASE ’26, October 12-16, 2026, Munich, Germany

Valid Configuration:
hbase.mob.cache.evict.period = 1800

@Test

public void testMobCacheEvictPeriodDefaultValue() {
//Retrieve the configuration value
long mobCacheEvictPeriod = configuration.getLong(:--, -:-);
//Validate equality between configuration and default value
assertEquals(3600, mobCacheEvictPeriod);

(b) An FP case caused by incorrect assertions.

Figure 6: False positive (FP) examples when running configuration tests.

hadoop.caller.context.max.size = 128
callerContext.getContext().length() = 256

public void logAuditEvent(---) {
if (callerContext.getContext().length() >
callerContextMaxLen) {
sb.append(- - -.substring(0,callerContextMaxLen));
} else {
sb.append(callerContext.getContext());

logAuditMessage(sb); //write to lastlLog

<4 b
@Test

public void loggerTest() {

/*FSNamesystem.java */

TestAuditLogger L= new TestAuditLogger();
L.logAuditEvent(--- );
if(callerContext.getContext().length() >
hadoop.caller.context.max.size){
assertNotNull(L.lastLog); € //ineffective assert
+ assertTrue(L.lastLog.length() == MaxLen);

¥

(a) Test result on original code.

hadoop.caller.context.max.size = 128
callerContext.getContext().length() = 256

public void logAuditEvent(--:-) {
if (callerContext.getContext().length() <=
callerContextMaxLen) {
sb.append(- - -.substring(@,callerContextMaxLen));
} else {
sb.append(callerContext.getContext());

logAuditMessage(sb); //write to lastlLog

>
@Test

public void loggerTest() {

/*FSNamesystem.java */

TestAuditLogger L= new TestAuditLogger();
L.logAuditEvent(:-- );
if(callerContext.getContext().length() >
hadoop.caller.context.max.size){
assertNotNull(L.lastlog); & //ineffective assert
+ assertTrue(L.lastLog.length() == MaxLen); €3
}
}

(b) Test result after configuration semantic variation.

Figure 7: An example of how configuration semantic variation can distinguish effective test assertions.

of the caller context serialized into audit logs. In logAuditEvent,
this bound guards a truncation branch: if the context length exceeds
the configured limit, the string is truncated to callerContextMaxLen
before logging, otherwise it is logged intact. A preliminary test as-
serts assertNotNull(log). This test passes regardless of whether
the truncation logic works. During configuration-sensitivity ver-
ification, we create a variation where the truncation condition is
reversed. The preliminary test still passes on both versions, reveal-
ing its ineffectiveness. In contrast, a refined test that asserts the
exact length of the logged message after truncation would pass on
the original logic but fail on the varied logic, proving its semantic
sensitivity to this configuration parameter.

4.5 ROQ4: Use CTFORGE in Practice

Our evaluation is conducted on real-world systems rather than
small code snippets, using their standard build and test infrastruc-
ture (Maven), demonstrating CTFORGE’s utility in industrial-level
software. However, there are still two factors may limit the practical
usage of CTFoRGE, which we further discuss here.

Consistency of Test Quality. We notice that LLM-based gen-
eration is inherently non-deterministic. CTFORGE inherits such

stochasticity and can not generate identical test code across mul-
tiple runs. CTFORGE mitigates such non-determinism by provid-
ing the CR code corresponding to the parameter to prevent the
LLM from generating random tests or relying solely on its training
knowledge, and further employs optimizations to enhance the test’s
correctness and relevance. To investigate whether the tool can con-
sistently produce effective results, we independently conducted
another two additional replicate experiments, and then compared
the results across the three experiments. We identify CTFORGE’s
fluctuation on misconfiguration recall and CR-code coverage.

o Real-world issue detection. For the detection of real-world
configuration issues, the three experiments identified 60, 62,
and 63 issues respectively. Among these, the numbers of de-
tected Code Bugs and Incompatible Issues remained consistent,
whereas the counts for Misconfigurations differed (43,45,46).
This variation is attributed to the diverse types and forms
of misconfigurations; the undetected misconfigurations were
those for which the generated specific value validity tests
(Fig. 4(a)) were not comprehensively or un-runnable(e.g., miss-
ing checking a value dependency with other variables).

o False positive rate. As shown in Fig. 8, CTFORGE consistently
achieves high precision, which is due to the Validity Voting
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Figure 8: Repeated results of injected misconf detection. The
scattered points represent the results from each single run.

process. However, the recall (i.e., the detection rate for misconf)
exhibits slight variations, with its fluctuation range spanning
from -5.6% to +5.7%.

e CR-code coverage. As shown in Fig. 9, there are some differ-
ences in CR-code coverage, because CTFORGE cannot guaran-
tee generating identical code. Note that the BS and SC of O1
are consistently higher than those of O0, demonstrating the
effectiveness of the Code Coverage Refinement.

The results reflects one limitation of using CTFORGE in practice:
Despite the strong generative capabilities of LLM, it cannot guaran-
tee consistent high coverage of the entire configuration space and
generate comprehensive assertions in every run. That is to say, we
strive to leverage the configuration semantics to ensure the correct-
ness and validity of the test generation. But in each run, we cannot
ensure that the model’s maximum capability is fully exploited to
generate thorough tests. Future work could: 1) take into account
the possible coverage gains achieved through multiple re-runs and
the associated time trade-offs; 2) employ more powerful program
analysis tools to provide more precise CR code snippets.

Test Time Overhead. Testing, particularly for large scale sys-
tems, can be time-consuming, and generation requires non-negligible
upfront resources. We report the test execution time (1-20 min per
parameter as shown in Table 5), following previous work exper-
iment [12, 60]). This time directly impacts developers’ workflow
as the time will be accumulated over repeated CI/CD runs. The
end-to-end generation cost of CTFORGE for one test completes
within 181-1173 seconds: preliminary test generation takes 42-136
seconds, CR code coverage enhancement takes 15-364 seconds,
assertion validity voting takes 37-340 seconds, and configuration-
sensitivity verification takes 46-605 seconds (The test with the
longest total time is not necessarily the one in each individual
stage). Once generated, the test suite can be committed to the repos-
itory and reused across versions as regression test, amortizing the
upfront generation cost over time.

Although with such overhead, CTFORGE is usable. Users can
leverage these tests into their integration or regression testing pro-
cesses. These tests are designed at the granularity of parameter
level, allowing developers or users to selectively generate/run tests
targeting specific parameters during production use. For example,
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Figure 9: Repeated results of CR-code coverage. The scattered
points represent the results from each single run.

when a developer changes the usage of one parameter, he can then
run its corresponding test without running the whole regression
test set. Furthermore, CTFORGE can integrate with established test
prioritization and selection techniques [10, 12, 35, 42, 84]. Although
the current implementation does not explicitly include these op-
timizations, they represent promising extensions for future work
that enables a more scalable and efficient approach to configuration
testing in large-scale deployment scenarios.

5 Threats to Validity

Internal Validity. Our testing is incomplete. Unlike formal verifi-
cation that can provide rigorous verification, our approach cannot
certify the absence of configuration bugs in the code that passes our
tests. Instead, it aims to reduce the likelihood of such bugs across
the majority of common configuration scenarios.

The effectiveness of CTFORGE is highly dependent on the quality
of the test oracles generated by the LLM. The inherent uncertainty
problem of generative model remains a challenge. First, LLMs may
generate insufficient test oracles that fail to cover the entire space
of possible errors for configuration parameters. Second, LLMs may
generate semantically incorrect assertions, such as asserting overly
restrictive constraints. Although our validity voting (§ 3.3.2) miti-
gates this issue by executing tests against multiple valid parameter
values, for parameters with large or continuous value spaces (e.g.,
path-type parameters), exhaustive enumeration is infeasible. Hu-
man expertise remains indispensable for precisely delimiting the
valid ranges (e.g., through documentation).

Our approach relies on taint analysis to identify CR Code. The
CR Code provided to LLMs directly effect the coverage of generated
tests. However, static analysis is imprecise and hard to scale, espe-
cially in large-scale systems with complex data and control flows.
This imprecision may lead to: 1) incomplete identification of CR
Code, resulting in tests that fail to cover critical configuration-code
interactions, and 2) false positives in CR Code identification, caus-
ing the generation of irrelevant tests that do not actually exercise
configuration. We mitigate this threat by iteratively refining test
coverage (§ 3.3.1) and filter out irrelevant tests by configuration
sensitivity verification (§ 3.3.3).

External Validity.We choose Java-based cloud systems in our
study, as existing research on runtime configuration validation has
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predominantly focused on them. Although we argue that the core
concepts of our approach are general, the performance may be
various in other languages. First, the precision of taint analysis is
sensitive to the underlying language’s type system and alias anal-
ysis capabilities. Second, the control-flow complexity may varies
across languages. Consequently, even with identical designs, our
method’s bug-detection rate and runtime overhead may differ. The
implementation to other languages would require engineering ef-
fort to adapt: 1) re-implement taint analysis using language-specific
frameworks, 2) the configuration parsing and loading mechanisms
vary across languages, requiring customized prompts, 3) the gener-
ated test must adapt to divergent test-runner semantics.
Construct Validity. The primary threats to construct validity
concern the representativeness and provenance of our experimental
dataset (§ 4.1). To mitigate these risks, we deliberately construct
our benchmark from well-established, peer-reviewed published
datasets, which reflects common practice. As a result, our evaluation
may inherits any underlying selection biases or incompleteness
present in that legacy dataset. We mitigate this threat by integrating
two datasets, thereby improve the complementarity of the data.

6 Related Work

Software Production Line Configuration. This paper specifi-
cally focuses on runtime configuration validation. While configura-
tion validation on the software production line is also essential and
shares some underlying principles [13, 33, 47-49, 69], they differ
in scope and focus [46, 78]. Specifically, feature toggle is a form
of runtime configuration, and we see our work as complementary
to, rather than overlapping with that established literature. We
explicitly follow the distinction advocated by [46]. Configuration
parameter are permanent, user-facing, and often have complex
constraints and dependencies, which requires systematic testing
across a large configuration space. Feature toggles are temporary,
developer-controlled, used for continuous deployment, A/B testing,
or hiding incomplete features, and are typically tested on a few
values (on/off). Some of the techniques in feature toggle configura-
tion testing [4] can be applied to our testing pipeline. For examples,
variability-aware static analysis [53], option sampling [31, 45, 70]
and test prioritization [23, 41].

We are positive that several core techniques in CTFORGE can
be reused or adapted to test feature toggles. CR-code coverage
enhancement can be repurposed to ensure tests exercise the code
guarded by a toggle, regardless of whether the toggle is temporary.
Configuration-sensitivity verification is also usable as the semantic
variations for toggles are more straightforward. However, some
parts of CTForge are less relevant: the two-tier value-validity testing
(since toggles typically have no rich value spaces). Also, CTForge
generates regression tests, while toggles are ideally short-lived, so
the test suite may need a different lifecycle management.

Configuration Testing. Some existing configuration tests tar-
get at fuzzing configuration values to find bugs, including grammar-
based [34, 65, 81] and constraint-based fuzzing [37, 38]. By leverag-
ing program analysis or machine learning, these approaches gen-
erate parameter values that violate certain constraints or generate
valid but boundary/extreme values to expose latent bugs. Another
category of fuzzing work integrates configuration as an additional
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input dimension into existing fuzzing pipelines [21, 57, 61], and has
achieved promising results on complex system software such as
the Linux kernel. These works are different from our work as they
build on existing test frameworks or test suites, while we try to
generate test suites as basic test infrastructure. The tests generated
by CTFORGE can be integrated into these fuzzing frameworks.

CTest [60] connects configuration values with existing developer-
written software tests. Although effective, CTest relies on existing
test suites and lacks systematic methods for automatically generat-
ing tests that specifically target configuration parameters, limiting
their scalability and coverage of a large number of parameters.

Constraint-based Configuration Checking. It commonly re-
lies on extracting configuration constraints to verify configuration
values. Manually developing validators requires considerable do-
main expertise and is time-consuming [6, 26, 51, 62]. To reduce this
cost, ML/NLP-based configuration validation techniques have been
explored. Traditional ML/NLP approaches learn correctness rules
from configuration data [8, 77] and documentation [68], and then
apply these learned rules for validation. More recently, LLMs have
been used for configuration validation [39].

A fundamental limitation of these methods is that they only
perform static validation by checking parameter values against a
set of inferred or predefined rules. This is inherently limited because
it cannot dynamically exercise these values within the actual code
base, which is the advantage of configuration-specific testing.

Generating Tests by LLMs. Recent advances in large language
models (LLMs) have shown strong potential for code and test gener-
ation [15-17, 44, 67, 80], with works such as ChatTester [74], Test-
GenEval [28], and Python-focused studies [9] advancing evaluation
and methodology. Various tools have emerged, including TestPi-
lot [56], TestGen-LLM [5], CODAMOSA [36], SymPrompt [54], and
specialized efforts for JSON libraries [83]. Complementary research
targets test quality through guided oracles [24], disoised training
data [75], refactoring [18] and mocking analysis [85]. These work
focus on general purpose unit test generation evaluated on standard-
ized benchmarks, which may not practical on large-scale systems.

7 Conclusion

We present CTFORGE, an automated framework that uses LLMs
to generate configuration tests to prevent configuration-induced
failures in large-scale software. By integrating taint analysis with
LLM-based synthesis, CTFoRGE identifies configuration related
code and trace value propagation across the system. Its core con-
tribution is a configuration-aware optimization pipeline that iter-
atively refines raw LLM outputs—enhancing coverage, validating
assertions, and verifying semantic sensitivity—thereby effectively
mitigating hallucinations and improving test precision. Evaluated
on five widely-used systems, CTFORGE outperforms existing con-
figuration validation and testing work The results demonstrate that
structured, semantics-guided refinement is essential to produce
reliable and effective LLMs configuration test suites, advancing the
state-of-the-art in automated configuration validation.

8 Data Availability

The code and dataset can be found in the repository: https://zeno
do.org/records/21359932.


https://zenodo.org/records/21359932
https://zenodo.org/records/21359932
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